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Abstract - A qualitative analysis study that examined the views and 
opinions of non-technology professionals in the U.S. regarding 

that will allow them to snoop on online private communications of 
smartphone users. Governments would prefer exclusive access to 
encryption technologies, called a backdoor, to use in accessing 
messages. Technology professionals have, however, argued against 
a backdoor; they claim a backdoor would not only be an 
infringement of their privacy but that hackers could also take 
advantage of it. In light of this security and privacy conflict 

messages in order to thwart potential terror attacks, this study 
presents the views and opinions of non-technology professionals in 
the U.S. who are the largest group of smartphone users, on the 
ensuing encryption debate. Using qualitative descriptive design 
methodology, a survey of 26 participants was conducted and data 
was analyzed -step process of 
inductive thematic analysis. Results from this research study 
showed that non-technology professionals are willing to allow the 
government to infringe on their privacy if that will guarantee them 
security. 

 
Keywords: instant messaging, WhatsApp, end-to-end 

encryption, privacy, government 
 

I INTRODUCTION 
Since smartphones became popular, many instant messaging 

(IM) services have been launched (Yeboah & Ewur, 2014). Some 
governments have become concerned about the ubiquity of IM 
services on mobile phones and their use of end-to-end encryption 

harder for them (Endeley, 2018; Michalas, 2017). E2EE ensures 
messages between communicating parties are secure, free from 
snooping, and hard to crack (Brantly, 2017). E2EE offers peace of 
mind to end users as it secures their data in transit and from third 
parties (Endeley, 2018). The service provider cannot access the 
messages, which can only be decrypted by the intended recipient 

 2017). 
 

Governments would prefer special access to encryption 
technologies, called a backdoor, to use in accessing messages 
(Michalas, 2017). According to McCarthy (2016), a backdoor is an 
intentionally engineered gateway into the encryption system to 
provide an alternative means of accessing the encrypted content. An 
encryption backdoor may allow third parties to gain access to 
unencrypted data using certain keys (Abelson et al., 2015). The 
same backdoor used by an authorized third party such as a 
government agency authorized by court order may also be 
vulnerable to an unauthorized attacker who should not have access 
to the data (Abelson et al., 2015). Governments have emphasized 
they will only use the backdoor if there is a credible threat to 

proposals for a backdoor, Kern (2012) argued the promise of 
privacy guaranteed by modern encryption techniques, is, to a great 
extent, what has expounded the broad use of the internet. Kern 
further stated common online practices, such as online shopping, 
banking, and remote terminal services, would largely be impossible 
without the guarantee of the privacy and confidentiality provided by 
encryption.  

 
 
 
 

 
According to Max (2016), governments and security agencies are 

wrong due to their unfounded belief that strong encryption that protects 
information on the internet, can at the same time be made weak in order 
to grant the government access to  information. 

The encryption and privacy debate heated up more recently following 
the indictment 
campaign manager, Paul Manafort: United States v. Manafort, District 
Court, District of Columbia (Novak, 2018). The federal prosecutors 
accused him amongst other things of witness tampering using the end-to-
end encrypted messaging applications WhatsApp and Telegram (Novak, 
2018). While E2EE ensures integrity, security, and privacy, it removes 
opportunities for government surveillance and the capacity to keep the 
nation secure by intercepting terrorist communications (Rastogi & 
Hendler, 2017). 
 

According to McCarthy (2016), the Federal Bureau of Investigation 
(FBI) has been voicing concern that due to barriers such as strong 

attempt to monitor certain electronic communications and suspected 
terrorists. McCarthy revealed an increasing awareness of data-related 
privacy concerns in the aftermath of the Edward Snowden revelations 
made from 2013 onwards. These revelations purported to show the 
wide-reaching extent of bulk government surveillance by the U.S. and 
U.K. security agencies (McCarthy, 2016). McCarthy further stated the 

Apple, Google, Facebook, WhatsApp, and Blackberry, have rushed to 
announce a renewed commitment to customer privacy. These 
companies all announced plans to implement E2EE on a default basis. 

Law enforcement has been advocating for a backdoor into E2EE in 
IM services, thus undermining privacy and security (McCarthy, 2016). 
The New York County District Attorney, Cyrus Vance, in a written 
testimony to the U.S. Senate Judiciary Committee said Apple and 
Google smartphones should be configured to allow data on these 
devices to be accessed by law enforcement when it has judicial 

 
 
Law enforcement agencies such as the FBI have argued to the U.S. 

Congress that the only way to compel smartphone manufacturers to 
comply with their request for a backdoor will be through legislation 
(Barr, 2016). 

 
Much of the literature regarding the effects of E2EE on society has 

centered on the points of view of cryptographers and law enforcement 
agencies (Brantly, 2017). An in-depth review of the literature on this 
debate, however, showed no study had been done before in the U.S. to 
seek the opinions and views of non-technology professionals. Brantly, 
2017 stated the former NSA and CIA Director, General (Ret.) Michael 

merican people allow us, 

Hayden did not give any details following his statement on the view of 
the American people regarding encryption backdoors; he left it to 
anyone's imagination 

the U.S. labor force. 
Non- technology professionals, therefore, represent the largest 

segment of the labor force, and by inference the largest group of 

- 
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technology professionals in the U.S. who will be impacted and are 

which nontechnology professionals would want the government to 
go regarding reading their private messages as a tradeoff for more 
security. 
Studies have shown that non-technology professionals do not 
understand the impact of creating backdoors into encryption 
technologies (Sagers, Hosack, & Rowley, 2015; Wei et al., 2016 

Non-technology professionals may not think of encryption very 
much, but it is fundamental to all our lives. Almost everything we do 
today on the internet uses a secret code, including internet banking, 
or logging on to Twitter or Facebook; encryption protects all such 

third parties, full-disk encryption protects data such as photos, texts, 
emails, contacts, and bank account information from access by rogue 
individuals who may either steal your device or lay hands on a lost 
one (Herzberg & Leibowitz, 2016). 
 

Vaziripour et al. (2018) asserted that non-technology 
professionals lack understanding of what an encrypted chat means 
and does to guarantee security. This study was, therefore, posited on 
the central question of whether non- technology professionals 
understood the impact of government-mandated backdoors on 
encrypted public messaging services. This study used a qualitative 
analysis methodology. A qualitative descriptive design was the 
selected design methodology for this study. A qualitative 

views on the impact of government-mandated encryption backdoors 
(Dews-Farrar, 2018). Additionally, the researcher sought to 
augment the sparse number of scholarly qualitative descriptive 
studies concerning end-to- end encryption (E2EE), backdoors, and 
privacy. 

 
The study intends to explore the following questions which serve as 
the primary focal points of this study: 

 RQ1: Do non-technology professionals in the U.S. 
understand the impact of creating backdoors into 
end-to-end encrypted technologies? 

 RQ2: What are the perspectives of non-technology 
professional users of IM applications regarding the 
argument security comes at a price, namely at the 
expense of privacy? 

 RQ3: To what extent does the knowledge of encryption 
as a technology in safeguarding consumer privacy 
affect the use of the internet by non-technology 
professionals in the U.S.? 

 

 II  RELATED WORK 
Several authors have analyzed the intensifying debate on the 

proliferation of robust encryption technologies on mobile devices 
across the globe. In the FBI v. Apple case of 2016, the FBI wanted 
Apple to rewrite its operating system software (iOS), to disable 
encryption security features so the FBI could access the data 
(Elmer-Dewitt, 2016). A Pew survey showed in December 2015, 
the public sided with the FBI initially, with around 51% arguing 
Apple should help the FBI unlock the phone, 38% supporting 
Apple, and 11% not knowing enough about the dispute to form an 
opinion (Elmer-Dewitt, 2016). However, later polls in February 
2016, with diverse methodologies, showed the public sided with 
Apple (Elmer-Dewitt, 2016). This demonstrated that by Apple 
making a strong public case in protecting the privacy of its users 
through the use of encryption, it also educated its user-base on their 
role in preserving user-privacy (Elmer- 
vigorous defense of its software shifted public opinion to its favor 
(Elmer-Dewitt, 2016) 

 
 
 
 
 

 
 
 
According to a report published by the 

recent technological changes have upset the balance between public 
safety and privacy. Law enforcement officials are becoming 
increasingly concerned that even after obtaining a warrant from a judge 
to search  for evidence of a crime, they lack the technical means to do 

companies increasingly choosing to encrypt devices in such a way the 
companies themselves are unable to unlock them, even when presented 

2015). First, law enforcement agencies are reporting a decreasing 
ability to intercept real-time communications such as phone calls, text, 
email, and other types of data-in-

their inability to execute search warrants on encrypted phones, laptops 
and other devices which contain data-at- .S. Department of 

a potential impact on the fair and impartial application of the laws to 

Department of Homela   

technological weaknesses in encryption as proposed by some law 
enforcement agencies as a means of solving the problem of having 
exclusive access to these encrypted devices, are both futile and 
counterproductive. The report concluded Congress was open to 
reviewing ways to provide law enforcement with judicially-sanctioned 

Department of Ho  2015). 
In an article published by WIRED magazine in April 2018, former 

Microsoft Chief Software Architect and creator of Lotus Notes, Ray 
Ozzie, made a proposal at Columbia University on how to solve the 
impasse over secure backdoors between technology companies and 
law enforcement agencies (Levy, 2018). In his idea named CLEAR, 
Ozzie stated that his scheme would give law enforcement agencies 
access to encrypted data without significantly elevating the risks for 
billions of people who use encrypted devices such as mobile phones 
(Levy, 2018). Ozzie added the scheme works by technology 
companies such as Google or Apple generating two complementary 

phone or tablet, and the other 
2018). The private key is stored with Google and protected with the 
same tamper-proof care Google uses to certify its operating system 
updates (Levy, 2018). A combination of the private and public key pair 
can be 
device automatically generates upon activation. It should be noted 

rest) and not the interception of real-time communications (data in 
transit) (Levy, 2018). According to Abelson et al. (2015), if law 
enforcement wants to assure itself access to real-time communications 
with backdoors, then intruders will also have an easier time getting 
access to real-time data. 

 
Schneier et al., (2016) have pointed out countries such as the U.S., 

the U.K., and France seem very interested in mandating backdoors. 
The impetus to mandate backdoors in encryption products for the 
countries mentioned above is coming from law enforcement. Security 
researchers, according to Schneier et al. have, however, argued 
backdoors are impossible to implement securely and will result in 
reduced security for everyone. A practical limitation to mandating 
backdoors as a way of reducing crime is because encryption products 
come from different parts of the world (Schneier et al., 2016). Anyone 
attempting to evade encryption backdoors in the U.S., the U.K., or 
France has a wide variety of foreign encryption products to pick from 
which can encrypt hard drives, voice and text conversations, virtual 
private networks (VPN) links and everything else (Schneier et al., 
2016). Schneier et al. identified 865 hardware or software encryption  
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products from 55 countries: 546 of these products, or  two-thirds, 
were from outside the United States. Schneier et al. outlined that 
most common non-U.S. countries for encryption products were 
Germany, followed respectively by the United Kingdom, Canada, 
France, and Sweden. Germany and the Netherlands have publicly 
disavowed backdoors in all their encryption products. 

 III METHODOLOGY 

The researcher conducted an Institutional Review Board (IRB) 
approved web and paper-based survey of non- technology 
professionals in the U.S. Since the study was designed for non-
technology professionals, it was possible that not all of the 
participants will have access to the internet or own a computer. 
Hence, the need for a paper-based version of the survey. This study 
used a qualitative analysis methodology. The rationale for selecting 
a qualitative analysis for this research was based on the diagnosis of 
the purpose statement. Qualitative descriptive design method was 
the most appropriate for this research because it sought to gain 
insight into the views and opinions of non- technology professionals 
regarding their privacy on public communication platforms. Such an 
approach was especially useful for researchers wanting to know the 

-Farrar, 2018). 
 
 

A. Research Method and Design Appropriateness 
The general population of the study were adult users of mobile 

phones located in the U.S. and running the latest version of end-to-
end encrypted IM service, WhatsApp, on their mobile phones. The 
IM application WhatsApp was selected for this study because 
according to Sutikno, Handayani, Stiawan, Riyadi, and Subroto 
(2016), it is amongst the most favored IM applications endowed 
with E2EE. Jisha and Jebakumar (2014) stated WhatsApp is the 
fastest-growing IM application as most young people are moving 
away from Facebook. WhatsApp enjoys global favorability with a 
user base of over 1.5 billion subscribers. It is also the first 
application ever to implement E2EE to this scale (Rastogi & 
Hendler, 2017). From the target population, the researcher chose a 
research sample of 26 participants who met the criteria for 
participation. 

 
B.  Population, Sampling, and Data Collection 

Procedures and Rationale 
This study posited non-technology professionals have a limited 

understanding of the consequences of a government- mandated 
backdoor into encryption technologies. The sample size of 26 for 
this study met the saturation limit in qualitative descriptive 
research as shown in similar research carried out by Dews-Farrar 
(2018) using the same design. The participants had to meet the 
following criteria: (a) Participants had to be owners of a mobile 
phone running the latest version of the WhatsApp application. (b) 
They had to be willing to participate in an online survey, or a face-
to- face interview with the researcher. (c) They had to be non- 
technology professionals who at the time of this study did not have 
any experience working in technology or hold any diploma or 
certification in computer science, computer security or computer 
networking. (d) Participants had to be willing to give honest 
accounts of their views and opinions about privacy and national 
security. 

C. Sampling 
After obtaining IRB approval, the researcher initiated the participant 
recruitment process. Purposeful sampling, specifically the snowball 
sampling methodology, was used for the selection of the 26 
participants. Purposeful sampling involves the selection of 
individuals who are qualified to provide in-depth information about 
the phenomenon being researched. Snowball sampling is a sub-
category of purposeful sampling and has the advantage that after  
 

 
 

 
 
 
 
 
observing the initial participants, the researcher asks for assistance from 
the participants to help identify people with a similar trait (Creswell, 
2015). Non-technology professionals like themselves who meet the 
requirements for the sample population (Creswell, 2015). 
Snowball sampling is a non-probability sampling methodology. Rashidi, 
Vaniea, and Camp (2016) used snowball sampling in a study on privacy 
setting usage in WhatsApp application to recruit participants. The study 
by Rashidi et al. yielded relevant results which have contributed to the 
body of literature on how users manage privacy settings on IM 
applications. Snowball sampling generally consists of two steps: 
 

1. The researcher identifies the potential participants in the 
population. Often, only a handful. 

2. The researcher asks the identified participants to recruit other 
participants. The chain continues until the sample size is reached. 

 

for information technology experts are Virginia with 4.71, Maryland 
with 2.50, and the District of Columbia with 2.25. The location quotient 
is a way of quantifying how concentrated a particular industry or 
occupation is in a particular region or State, in reference to the entire 
nation. The States ranking with the lowest location quotient for 
information security experts are New Mexico, Missouri, and Colorado 
ranking 1.33, 1.37, and 1.41 respectively. The State of Minnesota falls 
in the middle of the rankings with 1.65 as its location quotient for 
information security experts. The average rankings in the distribution of 
technology professionals in Minnesota in relation to the rest of the 
country make it an ideal candidate for the target population of this study 

D. Limitations 
There were two limitations related to the data analysis of this 

study. 
1. The sample population of this study was limited to a single 

state, Minnesota. The interpretation of results is affected by this 
limitation because it is not known if location quotient alone or the 
large population of healthcare workers in Minnesota introduced biases 
in the results. 

2. Snowball sampling is a useful sampling methodology when it is 
not possible to use more traditional survey techniques. Snowball 
sampling technique, however, has its limitations. According to Sharma 
(2017), since snowball sampling does not select units for inclusion in 
the sample based on random selection, unlike the probability sampling 
technique, it is impossible to determine the possible sampling error and 
make generalizations from the sample to the population. 
 
 

IV    RESULTS 
 

B. Pilot Study 
A pilot study was carried out to establish the 

comprehensibility, validity, and reliability of the survey questions. 
The pilot study for this research consisted of five preliminary 
participants. The informed consent agreement was given to each 
participant, and the researcher obtained approval from all five 
participants. The pilot study revealed that the participants would be 
better served by defining key terms such as encryption, end-to-end 
encryption, and backdoors in the participant consent form before 
they got to the survey questions. Feedback from the pilot study was 
used to revise the final wording in the  survey questions. The 
findings of this pilot study demonstrated the functionality of the 
survey instrument and the interest in the research by the target 
population. Thus, after adjustments to the survey from 
recommendations of the pilot study participants, the researcher 
concluded that the survey instrument was valid for this s
topic and served to answer the specific problems posited. 
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C. Findings 
Forty-six participants in total responded to the survey 

between May 1, 2019, and May 10, 2019. Twenty of the 
respondents to the survey were eliminated during the data 
analysis phase because they did not meet the survey criteria. 
Twenty-six participants completed all the survey questions. 
Only responses of survey participants who met the survey 
criteria and completed all the questions are included in this 
article. The online web tool SurveyMonkey was used for 
preliminary analysis before respondent data were imported into 
NVivo data analysis software for full analysis. 

 

D. Demographics 
Out of the 26 participants who completed the survey, 12 

(46.15%) were female, while 14 (53.85%) were male. 
Participants ranged in age from 25  70 years. The largest 
group of participants were between the ages of 45 - 54 years 
(46.15%), with the smallest between the ages 24  35 (7.69%) 
and 65  74 (7.69%). Figure 1 below shows the age distribution 
of participants. All 26 participants (100%) resided in the state 
of Minnesota, held no degree or certification in computer 
science, and their jobs did not include information technology-
related activities. Table 1 below also displays a demographic 
summary of the participants. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig 1. A bar chart showing the age distribution of participants  

TABLE 1. DEMOGRAPHIC SUMMARY OF STUDY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Braun and -step inductive thematic data analysis approach 
was used to analyze the data. NVivo 12 Plus data analysis software for 
Windows was used in coding and analyzing the data for this study. Six 
themes emerged from the data analysis, namely: government and 
privacy, information, encryption, activities, communications, and social 
media. The themes were representative of participant- generated 
conceptualizations regarding the phenomenon encryption, backdoors, 
and privacy. Figure 2 below gives a visual representation of the six 
major themes generated from 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 2. A pie chart of the six themes generated from the study 
 
 
the refinement of the initial codes through the process of eliminating 
redundancies and analysis (Creswell, 2015). 

 

Some candidate themes were merged to form more coherent 
and meaningful themes; government and privacy themes were 
merged to form a single theme. The themes were validated as 
having a connection to the research questions and the overall 
research problem. The finalization of phase four led to phase five, 
which was to refine the themes and present them for data analysis. 

 
Braun and Carke (2006) asserted that the researcher should not 

only be able to explain the relationship between the themes and the 
research questions but should additionally be prepared to construct 
an analysis of each theme. Each theme should portray the 

research Braun and Clarke (2006). Figure 3 below shows the 
relationship between the research questions, codes, and themes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 3. The relationship between research questions, codes, and themes 
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E. Findings and Interpretations 
Six themes emerged from the data analysis represent the 

phenomenon of the government exploring ways to implement 
encryption backdoors in popular messaging applications such 
as WhatsApp.  

The themes provided closure for the three research 
questions that were the basis for this study. Data analysis of 
survey answers to RQ1 produced a single theme, government, 
and privacy. 

 
1) Theme: Government and Privacy. 
Twenty-three participants (88%) who coded for these 

themes showed a clear understanding of what an encryption 
backdoor meant and its impact on their privacy. This was 
significant to this research because it answered RQ1. Eleven of 
the participants (42%) were not opposed to the government 
adding a backdoor to read their private messages in order to 
keep them safe, especially if there is a credible threat against 
public safety. Further, these findings are even more significant 
because they validate the purpose of the research, which was to 
raise awareness for non- technology professional users of 
mobile devices on the benefits of encryption to privacy. When 
participants were asked at the end of the survey if this study 
had increased their knowledge or awareness of the benefits of 
end-to-end encryption to your privacy, 23 of the 26 of the 
participants (89%) responded that it had increased by a 
moderate amount, a lot, or a great deal. See table 3 below. 

 
TABLE 2. HOW MUCH THE SURVEY IMPACTED 

PARTICIPANT KNOWLEDGE ON E2EE AND PRIVACY 
 
 
 
 
 
 
 
 
 
 
 

 

2) Theme: Information. 
The sentiments expressed by 18 participants (69%) on this 

theme was neutral or mixed. Participants said that while they 
would like their private messages to remain private, they also do 
not mind the government stepping in to their private information in 
order to keep the country safe. This theme answered RQ2. 
Participants asserted through their responses that they are willing 
to allow the government to infringe on their privacy if that will 
guarantee them safety. 

3) Theme: Activities. 
Participants all expressed comfort in letting their  security be of 

a higher priority than their privacy; thus, endorsing the 
 to monitor electronic activities. This theme 

also answered RQ2. 
 

4) Theme: Communications. 
There were four participants (15%) who coded for this theme. 

Unlike participants who coded for the activities theme by 
expressing their comfort with government surveillance in exchange 
for security, communications participants were decisively against 
giving up their private communications in exchange for more 
security. This theme also answered RQ2. 

 
 

 
 
 
 

5) Theme: Social Media. 
Four participants (15%) expressed their views and opinions on 

how their knowledge of encryption will affect their use of social media 
applications such as WhatsApp. 

 
This theme on social media was in response to RQ3, which asked 

participants to what extent the knowledge of encryption as a 
technology in safeguarding consumer privacy affect their use of the 
internet. Participants expressed more confidence in the use of the 
internet, knowing that encryption helps protect  their communications. 

 
 

6) Theme: Encryption. 
Five participants (19%) coded for encryption. This theme was also 

in response to RQ3. Sixty percent of the participants who coded for 
this theme were concerned that terrorists could master encryption 
technology and use it to cause harm to society. In addressing RQ3, 
participants all agreed their knowledge of encryption would affect their 
use of the internet by increasing the confidence they have in the 
privacy of online communications. In addition to the two themes that 
emerged regarding RQ3, participants were given 
of encryption technology in the survey and asked if they were aware 
that popular websites such as Twitter, Facebook, or even their banking 
operations are all protected from hackers by encryption. Twenty-one 
participants (81%) answered yes, while five participants (19%) 
answered no. See figure 4 below. 

 
 
 
 

 
 

 
 
 
 
 
 
 
 
 

Fig. 4. A distribution graph showing participants knowledge on 
whether or not they knew encryption was used in protecting their 
data on popular websites such as Facebook and Twitter. 

 
 

V.    CONCLUSION 
 
This study was relevant not only because it was aimed at filling 

some of the gaps in the literature regarding the opinions and views 
of non-technology professionals on the effects of end-to-end 
encryption (E2EE) on society but, it also confirmed and challenged 
previous studies on some of the privacy concerns expressed by 
U.S. mobile device users. Open-ended questions provided 
participants a means to best voice their experiences unrestricted by 
the influence of the researcher or past research findings (Creswell, 
2015). 

The results of this research study have confirmed some of the 
privacy concerns expressed by mobile device users, as mentioned 
by Rastogi and Handler (2017) and Elmer-Dewitt (2016). 
According to Elmer-Dewitt, following the standoff between Apple 
v.  
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FBI over access to the iPhone of the San Bernardino 

shooter, Americans, by a small margin (46% to 35%) support 

to protect the country against terror threats. This research study 
has also demonstrated that while concerned with their privacy, 
non-technology professionals are willing to allow the 
government to access their private messages if they have to do 
so in order to preserve national security. 

 
Vaziripour et al. (2018) asserted the lack of understanding by 

non-technology professionals of what an encrypted chat means, as 
the reason for the none adoption of E2EE; this study proved the 
contrary. Eighty-one percent of participants who completed this 
research study said they were aware of what encryption was, and 
that is was used on most popular websites such as Twitter and 
Facebook to safeguard their private and sensitive information 

Twenty-three participants (88%) showed a clear understanding 
of what an encryption backdoor meant and its impact on their 
privacy. A majority of participants (42%) were also not opposed to 
the government adding a backdoor to read their private messages in 
order to keep them safe, especially if there is a credible threat 
against public safety. Government has maintained that they will 
only use this method of access if there is a credible threat to public 
safety (Brantly, 2017). 

Also, a majority participants (69%) said that while they would 
like their private messages to remain private, they also do not mind 
the government stepping in to their private information in order to 
keep the country safe. 

 

A. Implications and Findings 
The results of this study may also help educate the everyday 

user of the internet on the benefits of E2EE in  their daily 
communications on mobile devices. Participants of this research 
study have said that it has significantly increased their knowledge 
of encryption. This creation of awareness and expectation of 
privacy guaranteed by strong encryption for the everyday user of 
the internet may also drive more technology companies to adopt 
E2EE, as was the case after the Edward Snowden leaks in 2013 
(McCarthy, 2016). Another benefit this study may bring is, non- 
technology professionals may increase their adoption of using the 
internet for personal transactions such as paying bills, online 
banking, and money transfers once they are aware and understand 
the benefits of strong encryption on the internet. Participants of this 
study have expressed an increase in confidence in their privacy on 
the internet, knowing that encryption guarantees such privacy. 

B. Strengths of this Study 
There were four strengths in this research study. The first 

strength was that the researcher achieved data saturation through 
the participation of 26 working non- technology professionals who 

structured and open-ended survey questions, a typical approach in 
qualitative inquiry, yielded detailed and insightful portrayals of the 
participants lived experiences and generated substantial data. 

 
The second strength involved the use of a pilot study. 

According to Abdul, Othman, Mohamad, Lim, and Yusof (2017), 
survey questions could be strengthened by piloting the surveys. It 
can also help identify if there are flaws or limitations within the 
survey design that allow necessary modifications to the major 
study. (Abdul et al., 2017). The pilot study for this research 
established the comprehensibility, validity, and reliability of the 
survey questions. The survey questions were revisited to allow 
quality data and more in-depth responses from the participants.The 
third strength of this research study was the utilization of  

 

 

 

 

 

manual coding and subsequently, NVivo 12 Plus data analysis 
software. Prior to utilizing the NVivo 12 Plus qualitative data 
analysis program, each survey submission was read several times, 
portions of the text were highlighted in the Microsoft Word 
documents, and preliminary codes were identified in the right 
margin of the transcripts. Qualitative analysis depends to a good 
extent on the subjective interpretations of the researcher. Therefore, 
a combination of personal judgment and software was used to bring 
objectivity to the coding process. The utilization of NVivo data 
software increased the reliability and validity of the study. 

 

The fourth strength was the large amount of qualitative data 

and subsequent themes. The data allowed for thorough mining of 
codes during data analysis and subsequent validation with NVivo 
data analysis software. The research study was also able to capture 

the survey, and also evaluate if they have gained any additional 
knowledge during the course of the survey at the end. 

C. Recommendations 

This research study intends to augment the limited number 
of qualitative descriptive studies regarding the opinions and views of 
non-technology professionals on the benefits of E2EE on society. 
The results from this study have revealed insightful accounts of 26 
non-technology professionals in the U.S. on E2EE, backdoors, and 
privacy. Based on the results of this research study the following are 
recommendations for future research: 

1) Extend the research sample area beyond the state of 
Minnesota to other states. The State of Minnesota falls in 
the middle of the rankings for the location quotient for 

with the highest location quotient for information 
security experts such as Virginia and Maryland, as well 
as states with the lowest location quotient for information 
security experts such as New Mexico, Missouri, and 
Colorado, be sampled. 

2) Perform a quantitative study of non-technology 
professionals with a random sample of participants 
distributed across the US. This would eliminate some of 
the inherent weaknesses expressed in the limitations of 
this research study on the snowball sampling 
methodology. 

3) Include the influence of gender, age, ethnicity, or level of 

demand for a backdoor into encryption systems could be 
an interesting area of research. Similar studies carried out 
in Iran by Vaziripour et al. (2018) on the Telegram IM 
application showed that skewed demographics might 
have influenced the results of the research. 

4) Expand this research study internationally, into other 
countries with less cellphone penetration than the U.S. 
As mentioned by Schneier et al. (2016), encryption is 
now a global phenomenon. Laws in the U.S. mandating 
backdoors into encryption systems will primarily affect 
only U.S. users of encryption products made in the U.S. 
(Schneier et al., 2016). Smartphone users in other 
countries rely on other products. The literature review 
conducted for this research study found out countries 
such as Germany, United Kingdom, Canada, France, and 
Sweden also produce a lot of encryption products 
(Schneier et al., 2016). Researching the perspectives of 
people of other countries on this topic would certainly 
add value to the body of literature in cybersecurity. 
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